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Summary of Internal Audit Results

Background Information

Your Quick Gateway (Windsor) Inc. (“YQG”) was incorporated as a federal corporation under the Canada Business
Corporations Act (CBCA) on June 20, 2007. YQG is a wholly owned subsidiary of the City which provides
management services for the Windsor airport. YQG is accounted for on a modified equity basis, consistent with the
generally accepted accounting treatment for a Government Business Enterprise (“GBE”). Under the modified
equity basis, the business enterprise’s accounting principles are not adjusted to conform to those of the City, and
inter-organizational transactions and balances are not eliminated. For oversight, YQG has an 11 member Board of
Directors selected by City Council. Three of the Board Members are from City Council. In addition to being the
Board Chair, Mayor Francis has also been the acting CEO since January 1, 2013. YQG places its audited financial
statements and earnings vs. budget statements before City Council (the sole shareholder) on an annual basis.

YQG provides airport management services to the City under the Windsor Airport Management Agreement
(“Management Agreement”). The total amount of management fees received by YQG for the year ending December
31, 2012 is $324,000. The Management agreement last amended on April 27, 2009 stipulates the nature of
operations managed by YQG as follows:

a. general management of Airport operations, f. accounting and financial matters;
including without limitation, marketing, g. maintenance/repair of buildings and
public relations and business development of equipment;
the Airport; h. electrical maintenance;
b. management of Airport Contracts in i. security;
accordance j- grounds keeping;
c. firefighting; k. housekeeping;
d. runway, taxiway and apron maintenance; l. parking operations and administration; and
e. regulatory compliance; m. administration of Capital Improvements.

The review has been performed in accordance with the scope of work per Appendix A.
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Report Classification

In general, the management control systems considered as part of this review are sufficiently reliable for the
purpose envisaged. Overall, there is a guiding Management Agreement which provides guidance and direction for
all parties and their responsibilities to manage and operate the Windsor Airport.

Given the size and structure of the administrative function (3 directors and 2 managers) at YQG, there is an
inherent design limitation in ensuring adequate segregation of duties around key finance and banking activities.

Management is aware of the conflicts and has designed compensating detective controls to monitor these activities.

Based on the controls identified and tested, we have determined that there is reasonable evidence to indicate that:

No or limited No Major
Cause for
scope Concerns
. Concern
improvement Noted
Controls over the process are designed in { P
such a manner that there is: Sl

Sample tests indicated that process controls
were operating such that there is:

Management has provided comprehensive action plans, which we believe will address the four deficiencies noted.

Summary of Positive Themes

In terms of the positive themes, it was noted that YQG has processes and controls in place to ensure that all
significant decisions (such as major contracts or agreements) are managed by project steering committees or with
Board of Directors (“BoD”) support and approval. Furthermore, Your Quick Gateway (“YQG”) employees are
generally aware of the channels to report concerns. In addition, there is a strong coordination of effort and
resources between the City and YQG for major capital initiatives and in the development of the 5-year Capital Plan.

During the course of the review, it was determined that appropriate controls are designed and operating to manage
the in-scope risks. Examples of these controls include:

» A clearly defined reporting relationship between YQG and the City in the Management Agreement

« Management has accountability to an independent Board of Directors which ensures projects and
strategic decisions are supported and approved prior to implementation

» Astructured open budgeting and planning process is in place to ensure there is transparency and
oversight

« Quarterly reporting to City of Windsor and annual reporting to City Council is largely in compliance
with the current Management Agreement

«  Weekly Airport Management Meetings occur to discuss operational and financial matters.

« Bank reconciliation are prepared and independently reviewed on a monthly basis

« Rolling Monthly Cash Forecast are prepared and reviewed to highlight trends and anomalies.

Additional details about the above mentioned controls and other key controls reviewed are discussed in Appendix
B: Summary of Controls Reviewed.

In addition to the positive themes noted above, YQG anticipates implementing the following new controls in 2014
in light of YQG having flexibility in terms of undertaking capital projects using their own accounts. Management
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will design a process or update current processes in order to effectively monitor compliance with the new
restrictions and the ability for YQG to spend on capital items from YQG accounts. Procedures will be implemented
to monitor the total spending in a year and on individual projects. Furthermore, the YQG Purchasing Policy will
also be updated for the review and approval protocols.

Summary of Findings
. . Rati 1
B anz — ating Management Action
# Significant | Moderate
City Reporting relationship &
agreement
Update Management
1 Kplfieaeiiﬁ Management X Agreement — YQG CEO &
5 City Solicitor — 2015 Q1
Infrequent Meetings by rizeegﬁh:dilf tﬁ;C—CCit
2 Capital Coordinating X Enci 8 I‘;YY G Di y
Committees ngineer QG Director

of Finance — 2014 Q4

Policy framework and evidence of compliance

1) Fraud policy draft to
YQG Board - 2015 Q3.
2) Fraud
anonymous-reporting
analysis and
recommendation to
Undocumented or Outdated YQG Board - 2015 Q3.
Policies and Procedures 3) Legal review of
Respect and Human
Rights at the
Workplace Policy —

2014 Q4.

YQG Director of Finance

Cash management process

1) Separation of bank
accounts — YQG
Director of Finance —
2015 Q1

4 Segregation of Duties X 2) Segregation of duties

analysis —

Transportation CLT —

2015 Q4

Total Internal Audit Findings 1 ‘ 1 2
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Summary of Significant Findings
Internal audit identified one significant improvement related to the design of controls, specifically:
*  One individual has both access/custody of cash and ability to recorde transactions in QuickBooks.

This design deficiency could lead to financial losses for the YQG if not addressed in the short term. Given the
compensating controls in place, such as monthly cash flow monitoring, the opportunity for a potential material
financial issue is lowered.

Management Comments

Limited staffing creates a segregation of duties control weakness that has been recognized by management.
Management has used compensating controls such as two signatures on all cheques, independent review of
bank reconciliations, independent balance-sheet reconciliations, zero-based budgeting and detailed financial
statement variance analysis to limit the risk. In addition, all airport employees are subject to security-
clearance verification. While the various compensating controls mitigate the risk, it is recognized that it is
impossible to eliminate all risk without increasing the number of employees and implementing further
segregation of duties.

The improvement of this control, without increasing overall staff levels, was discussed as one of the potential
benefits of the Transportation/Transit Windsor Service Delivery Enhancement Governance Model. This item
is further discussed under finding No. 4 below.

Name: Jim McCormack, CPA/CA, MBA
Title: Director of Finance

Your Quick Gateway (Windsor) Inc
Date: 24/10/2014

PricewaterhouseCoopers LLP



Detailed Observations

Findings & Action Plans

Finding Rating! Recommendation & Action Plan

1. Updates to Management Agreement
Observation Overall Recommendation
Internal Audit noted three areas where compliance with the existing Low The Management Agreement should be updated as soon as
management agreement was not attained but this is attributed to the in force possible to align with Council Resolution CR173/2014.
Management Agreement not having yet being updated for Council Approved
changes from March 2014 and July 2014:
e The current Management Agreement does not take into account a recent

Council Resolution (CR59/2014 - March 3, 2014. This resolution approved | Impact

"That YQG is given flexibility that in the future in terms of undertaking Low Management Action Plan

capital projects, that they be able to do so through their own accounts, in Management agrees with the finding and recommendation.

accordance with the necessary YQG Board approval." The proposed amendments to the management agreement
e OnJuly 7, 2014, by way of Council Resolution CR173/2014, Council are currently under review and are expected to be finalized

approved that the Management Agreement and the Sole Shareholder by the end of the first quarter of 2015.

Declaration be amended to incorporate changes that: Likelihood

e Delete the requirement for cash flow reports unless YQG is requiring | Unlikely

City funds to support ongoing operational needs,
e Extended the time period for filing quarterly report from 60 to 90

days following the end of the quarter
Our testing of these three areas noted exceptions of compliance with the
current in force management agreement but the exceptions are in accordance
with the approved Council resolutions.
As of the date of this report, proposed wording for Management Agreement
amendments are being reviewed by YQG and City administration, but have not
yet been finalized.

Implication
The reporting requirements and protocols between the two entities are not
adhered to in certain instances.

Responsibility
YQG CEO and City Solicitor

Due Date
2015 Q1

1 See Appendix C for Basis of Finding Rating and Report Classification
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Root Cause

Limited time between statement preparation and the reporting deadline
sometimes results in insufficient time to resolve Board scheduling conflicts,
which delays Board approval of statements beyond the deadline.

Cash flow statements were originally needed to predict YQG cash operating
shortages to be funded by the City. These reports became unnecessary when
YQG began generating sufficient cash to meet operational needs.
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Finding Rating Recommendation & Action Plan
2. Infrequent Meetings by Capital Coordinating Committees
Observation Overall Recommendation
As per review of the management agreement, it was noted that thereis | Low YQG should review the frequency of ACC meetings and consider
no defined frequency of meetings for the Airport Capital Coordinating whether meetings should be pre-scheduled.
Committee. Based on inspection of Section 6.6 of the Management
Agreement, it was noted that the Airport Coordinating Committee
("ACC") shall recommend an annual capital budget to Council for
approval and the budget shall be prepared in accordance with the Impact
City's annual capital budget guidelines. Furthermore, section 6.19 of Low Management Action Plan
the agreement states that two individuals from YQG and two from the | Likelihood | Management agrees with the finding. City Administration will
City shall be appointed to the ACC. Section 6.19 also provides a Unlikely schedule in advance a minimum of 4 ACC meetings per year.

summary of the "Powers and Duties" of the ACC and include items
such as: Monitor the Management Agreement, Review Capital Projects,
Recommend projects to Council for approval.

The last two ACC meetings held were on August 15, 2013 and October
29, 2012.

It was also noted that, on an as needed basis, the representatives that
sit on the ACC will meet informally and in some cases the
results/decisions from the informal meetings will be presented to the
Board for approval and support.

Implication
Significant capital projects and initiatives may not be formally
discussed and reviewed in a timely manner.

Root Cause
Frequency of ACC meetings has not been clearly defined.

Meetings can only be cancelled if both parties agree. Should
additional meetings be required, they will be scheduled on an ad
hoc basis.

Responsibility
City Engineer & YQG Director of Finance

Due Date
2014 Q4
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Finding Rating Recommendation & Action Plan
3. Undocumented or Outdated Policies and
Procedures
Observation Overall Recommendation
When reviewing policies around governance and fraud, it was Moderate Management should define, approve and implement a fraud policy which
noted that: considers describing the applicable Fraud Protocols. The policy should be
e There is a lack of a Fraud Policy or Code of Ethics for communicated to YQG employees and monitored. The Fraud Protocols
YQG Staff. YQG employees generally are aware of the should be adopted by the YQG board and include procedures and channels
protocols for reporting concerns such as fraud or for reporting suspected fraud concerns anonymously.
misconduct, however procedures for reporting Impact
concerns has not been documented in a Policy. Medium Management should review the existing Respect and Human Rights at the
e The Respect and Human Rights at the Workplace Workplace Policy and identify areas for update. Any required
Policy was not updated or reviewed in accordance with modifications should be made and the review and adjusted policy
the review time stipulated. The Respect and Human approved. Evidence of the review, modifications (if any ) and approval or
Rights at the Workplace Policy addresses acceptable re-validation should be retained.
behaviours however does not outline ethical principles
and values. Management Action Plan
Likelihood | Management agrees with the finding. A formal written fraud policy which
Implication Likely enumerates protocols will be drafted and brought to the YQG Board for

Outdated policies may not reflect current legislative
requirements.

There are no independently discernable mechanisms for
assessing compliance with the fraud policy and practices.

Root Cause
Fraud protocols have not been formalized.

The Workplace Policy requires an annual update without
consideration towards a cost benefit analysis of nature and
extent of updates that may or may not be required.

review and approval. The possibility of attaining a cost-effective
anonymous reporting system by leveraging City of Windsor protocols will
be examined subsequent to the City completing a review of its Fraud policy.
The YQG Respect and Human Rights at the Workplace Policy will be sent
for independent legal review to ensure the policy remains consistent with
applicable current and proposed legislation. Changes, if any, will be
communicated to staff.

Responsibility
Director of Finance, Your Quick Gateway (Windsor) Inc.

Due Dates:

1) Fraud policy draft to YQG Board - 2015 Q3.

2)Fraud anonymous-reporting analysis and recommendation to YQG
Board - 2015 Q3.

3)Legal review of Respect and Human Rights at the Workplace Policy —
2014 Q4.
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Finding Rating Recommendation & Action Plan
4. Segregation of Duties
Observation Overall Recommendation
There were a few incompatible duties noted to be performed by the Significant | Management should identify and implement appropriate controls to
same YQG employee, for which there are no preventative controls, as address the segregation of duties issues noted.
described below:
e Reconcile Cash accounts For instance, signed cheques should be delivered by someone
e Record Cash transactions independent of both the preparer and the initiator of the check for
e  Access to Cash (combination to the safe); Impact prompt mailing after cheques are signed, in order to minimize the
e Prepare bank deposits High potential for concealment of fraud.
e Take deposit to the bank.
Once management has appropriately segregated incompatible
If one individual has responsibility for more than one of these duties or put in place adequate compensating/monitoring controls,
functions, that individual has the ability to misappropriate assets and Management should consider formally documenting their cash
conceal the misappropriation. handling procedures.
In relation to processing cheques, duties for mailing cheque conflicts It is understood that the “Transportation/Transit Windsor Service
with preparing cheques as the same YQG employee who prepares Delivery Enhancement Governance Model” approved by Council on
cheques also collects the cheques after signing. June 30, 2014 considers opportunities for enhanced internal control
at all entities, particularly in the areas of segregation of duties and
The Finance Manager has access to CIBC online banking system and enhanced analysis capabilities.
can process e-payments. Management Action Plan
Management agrees with the finding. To help limit the risk and
It should also be noted that there are compensating detective controls S— impact of fraud due to delayed detection, a separate funds limited
over invoice approval, check signing and detailed financial reviews L.1ke11h00d bank account will be set up for processing electronic payroll
performed by the Director of Finance, which do serve to detect errors Likely transactions. All other e-payments will continue to be disallowed

or mitigate the risk of fraud. There may be a delay between the
occurrence and detection of an issue.

Implication
Payments may be re-directed or opportunity for misappropriation of
funds.

Daily cash receipts are reconciled by the same employee who has
custody of the cash.

Root Cause
Finance is a one-person department.

through the financial institution controls already in place.
Segregation of incompatible duties to be examined in the broader
context of the “Transportation/Transit Windsor Service Delivery
Enhancement Governance Model”.

Responsibility
1) YQG Director of Finance — Separation of bank accounts
2) Corporate Leader Transportation — Segregation of
incompatible Duties

Due Date
3) Separation of bank accounts — 2015 Q1
4) Segregation of duties analysis — 2015 Q4
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Considerations for Improvement

No additional considerations for improvement noted.
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Appendix A: Background & Scope

Linkage to the internal audit plan

As part of the Council approved 2013/14 Internal Audit Plan, Internal Audit performed a “Targeted Review” of
Specified Objectives which focus on predetermined key City business objectives where the Agencies, Boards,
Commissions (“ABCs”) have a direct impact. In many instances the issues and risks of both the City and the ABCs
are similar in their inherent nature.

As part of the internal audit plan development this business process area has processes and controls associated
with mitigating and managing the following corporate risks: Operational oversight, Funding oversight, Program
delivery, Governance, Structure/culture, Legislative & regulatory, Public reaction/expectation, Information for
decision making, Inter-departmental co-ordination, Asset protection, Value creation, Accountability, Fraud &
corruption, Loss/theft of assets, Compliance.

Scope

Overview of the business/process to be reviewed

As part of internal audit of the business processes and controls in effect internal audit considered:
1. City Reporting relationship & agreement

Compliance with city reporting relationship and Tone at the top

Policy framework and evidence of compliance

Regular reporting to the City

Integrity of management information

Fraud risk management protocols

N oo k@

Cash management process
8. Media monitoring and escalation

Given the City’s relationship with ABC’s and the significant oversight for ABC’s funding and operations, it was
determined that an internal audit to review these areas was necessary to ensure that the current processes in place
are sufficient and appropriately address the risks facing the City of Windsor and to ensure there is a consistent
understanding of what is important.

During the course of performing the “Targeted Review”, an emphasis may be placed on key business processes,
controls and systems or major projects and contracts.

Generally, our scope covered the most recent completed year (i.e. January 1, 2013 to December 31, 2013).

Specific Scope Limitation

Consistent with commonly accepted practices, our work was dependent on the following management activities
which are excluded from the scope of this review:

1. The effective design, implementation and operation of the Information and Technology (IT) environment
and IT general controls.

2. The effective design, implementation and operation of business system and application controls related to
the capture, processing, storage, reporting/presentation and exporting of information and data.

3. Controls over the completeness, accuracy, reliability and validity of the evidence, information and data
provided by management during the course of this review

PricewaterhouseCoopers LLP 11



Appendix B: Summary of Controls Reviewed

Controls identified and mapped to Control Objectives

The following table summarizes the control objectives which were subject to review and the associated (16) key controls identified to achieve each
control objective. This table also provides a reference to the summary of findings and considerations for improvements noted in the body of the

report.

Control Objectives

Control Title

Control Description

Review Area

1.1 Clear accountabilities,
expectations and

Monitor Airport

1.1.1 Management Agreement outlines YQG's responsibilities to
manage airport operations and the City's responsibility to manage
Capital projects. Management routinely monitors projects and

Reference
to Findin

) reporting relationships Management initiatives to ensure that no other agreement between the City and Finding # 1
L.City and protocols are Agreement YQG contradict the clauses Management Agreement. Where
Reporting established for the necessary, the City's Legal department is consulted to resolve
Ie‘lelracjﬁé?;leslllltlp & City/YQG relationship. disputes and/or provide advice on agreements with third parties.

& Both parties are aware of A Lof
those agyeed to ma%li'r:tzztg o | 112 At least Quarterly, the YQG board meets to approve major
expectations. J issues & strategic issues and review Budget, or variance to budgets.
2.1.1 Windsor International Airport Coordinating Committee meets,
o1 M th upon request, to discuss and review capital improvement projects
n; hagaiel m.en n ffast ¢ Airport and ensures initiatives are aligned with the Airport's Master Plan.
echanisms m ettect to Coordinating The committee is comprised of representatives from the City and
ensure that agreed to Committee YQG. Approvals by the City Council are required prior to Finding # 2
. reporting relationships " " s : : s . N
2.Compliance nd tation ("ACC") implementing a Capital related decision. The Airport Coordinating
with city and expectations are meetings Committee also approves the 5-year Capital Improvement Plan (last
. adhered to, that . s
reporting . approved in 2012 for 2013-2017) which is then recommended to
relationship approprlatel.y gcaled Council for approval.
) governance is in effect - - : -
Toneatthetop | = %y s e ation is 2.1.2 The YQG Board of Directors consists of 2 City Councillors and 7
protected from disclosure Accountability to | other members and is chaired by the Mayor (interim CEO). The YQG
outside of this an Independent | Board Members are subject to the City of Windsor Code of Conduct
; ; Board of by nature of that appointment. The BoD mandate has been clearly
relationship. ! - !
Directors documented. Members of the BoD that are appointed by the City are

required to comply with the City's Code of Conduct.

PricewaterhouseCoopers LLP
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Control Title

Control Description

Reference
to Findin

Review Area

Control Objectives

2.1.3 Airport Management Meetings ("AMM") take place (about
weekly) where the CEO and YQG Management team to discuss
strategic decisions, projects on the horizon, feedback on

M Alrport performance, challenges and issues in the media. Each YQG Director
anagement h P ] t profects/initiati I the t
Meetings (AMM) reports on the progress for relevant projec s/initiatives and the team
decides which information is shared with the Board. Action items are
tracked and followed up on at subsequent meetings until the status of
action items is closed.
YQG Policies are shared with employees and are maintained on a
shared drive on the YQG server. Some of the key policies reviewed
3.1 YQG has key policies glid}lll?seatt}}[%ep\l/l\;gﬁsll;i 811’ (];Zl)i%)ense Policy and Respect and Human
related to confidentiality, g P ¥
3. Policy conflict of }nterest, Refer to 2.13 above for a description of a control which is designed to
framework and | employees .. . . o -
. o] e . Policies assess compliance with policies through weekly management Finding #3
evidence of responsibilities, privacy, .
. . . meetings.
compliance cash handling, reporting,
ztsz.eeslggonr;ecllilzr?clzsems to YQG has adopted the following City policies: IT Acceptable Use policy
P ) and Purchase Card Procedures. Furthermore, as per Section 9.3 of
the Management Agreement, Capital Improvements greater than
$150k are to follow the City's Purchasing By-Law.
4.1 Two way 4.1.1 As per Management Agreement, YQG submits quarterly
communications between Quarterly financial reports (Balance sheet and income statement) to City's
4 Regular he City and YQG Financial | T Annuall i df il with th
reporting to the 1ty. and YQ occurs 1nancla reasurer. Annually, a report 1s prepare tor counci with the .
Cit and defined/required Reports to audited financial statements and a resolution is made by Council as
Y information is exchanged Council the sole shareholder of YQG (i.e. required as part of the Corporations

in a timely manner.

Act for Annual General Meeting).

PricewaterhouseCoopers LLP
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Control Objectives

Control Title

Control Description

Review Area

5.1 Management has a
mechanism for assessing

5.1.1 Management monitors terms of agreements with affiliates
(airline companies, cargo companies, rental car companies,
advertising clients, concessions, security contractors and other sub-
contractors etc.) and/or consults with independent Consultants to
conduct service delivery reviews.

Reference
to Findin

flow.

5. Integrity of . . Management All major deals are negotiated by management with BoD support and
the integrity of . : . .
management information used in monitors approval. Landing Fees, Terminal Fees, Airport Improvement fees
information - . agreements and other rates are approved annually, or as required, supported by
decision making based on .
market research and changes in cost structure.
the sources used.
BoD's approval of Management’s recommendations are based on
accurate and complete information (including research and
recommendations from a project steering committee, if applicable).
Project Charters are in place to define roles/objectives, as necessary.
6.1 YQG has a policy and
position on fraud risk
management and . All YQG employees have access directly to the CEO, a department
mechanisms for enabling . . .
. . manager, and the Director of Finance for reporting any breaches by
compliance. YQG Reporting -
. . . other employees. All management employees have access to the Finding #3
investigates all possible Concerns M . . .
. . ayor, the YQG Board, the YQG Director of Finance, and the City
6.Fraud risk fraud when there is a CAD
management concern or suspicion for )
protocols wrongdoing within the
entity.
6.2 YQG investigates all
possible fraud when there Financial Management Oversight and Financial Reviews: All finance
is a concern or suspicion Reviews documents (Financial statements, budgets and briefing notes) are
for wrongdoing within reviewed by the CEO before Board meetings.
the entity.
Monthly, the Finance Manager prepares and Director, Finance
7-1 Management ensures Bank reviews the bank reconciliation to ensure all transactions are
that there are appropriate | Reconciliations | recorded accurately and completely and discrepancies are resolved
7.Cash contro!s over cash and documented in a timely manner.
management collection, dep(-)s.lts and As needed, the cheque/EFT's require dual signatures in accordance
process payments to mitigate . D . . L
losses and optimize cash Cheque with the Signing Authority granted by the BoD. Prior to signing, the
P Authorization Director of Finance agrees the details of the payment to supporting

documentation as evidenced by initials/signature.

PricewaterhouseCoopers LLP
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Control Objectives

Control Title

Control Description

Reference
to Findin

Review Area

Cash Flow
Forecasting

Cash flow Forecasting is performed monthly and updated for
significant/material commitments and/or initiatives for planning
purposes.

Cash flow forecasting is done regularly through a discussion between
Accounting Manager and the Director of Finance.

7.2 There are adequate
segregation of duties,
review and approval, and

Segregation of

The employee who opens the mail is not responsible for managing

critical media content
impacting
brand/reputation exists
and is used.

Control over
media
mechanisms

Facebook, Twitter and Website are managed by an Executive
Assistant with the assistance of a third party vendor (WebPlanet).
Citizens/Passengers may provide comments through various online
forms.

reconciliations used to Duties the Accounts Receivable register. Finding #4
mitigate against risk of
theft of cash
rsli;ﬁltr;i?}rlla?:vr:rgfess as monil}[{)i‘iirlla and YQG's designated spokesperson for handling interactions with the
to media m%chanisms escalati% n media is the CEO. Employees of YQG understand that they are to
and potential items of Media direct all media questions to the designated spokesperson.
8 Media disclIc))sure A mechanism | monitoring and The Mayor's office is responsible for monitoring relevant media
monitoring and | for identifying and escalation coverage and addressing concerns.
escalation informing stakeholders of

PricewaterhouseCoopers LLP
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Appendix C: Basis of Finding Rating and Report

Classification

Findings Rating Matrix

Impact
Audit Findings
Rating
Low Medium
Highly Likely Moderate
=
=
=
= .
= Likely Moderate
=
[
Unlikely Moderate

Likelihood Consideration

Rating Description
e History of regular occurrence of the event.
Highly Likely e The event is expected to occur in most circumstances.
e History of occasional occurrence of the event.
Likely e The event could occur at some time.
e History of no or seldom occurrence of the event.
Unlikely e The event may occur only in exceptional circumstances.

PricewaterhouseCoopers LLP
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Impact Consideration

Rating

Basis

Description

HIGH

Dollar Valuez

Financial impact likely to exceed $250,000 in terms of direct loss or opportunity cost.

Judgemental
Assessment

Internal Control
Significant control weaknesses, which would lead to financial or fraud loss.

An issue that requires a significant amount of senior management/Board
effort to manage such as:
e  Failure to meet key strategic objectives/major impact on strategy and objectives.
e  Loss of ability to sustain ongoing operations:
- Loss of key competitive advantage / opportunity
- Loss of supply of key process inputs
e A major reputational sensitivity e.g., Market share, earnings per share, credibility
with stakeholders and brand name/reputation building.

Legal / Regulatory
Large scale action, major breach of legislation with very significant financial or
reputational consequences.

MEDIUM

Dollar Value

Financial impact likely to be between $75,000 to $250,000 in terms of direct loss or
opportunity cost.

Judgemental
Assessment

Internal Control
Control weaknesses, which could result in potential loss resulting from inefficiencies,
wastage, and cumbersome workflow procedures.

An issue that requires some amount of senior management/Board effort to

manage such as:

e  No material or moderate impact on strategy and objectives.

e  Disruption to normal operation with a limited effect on achievement of corporate
strategy and objectives

e Moderate reputational sensitivity.

Legal / Regulatory
Regulatory breach with material financial consequences including fines.

LOW

Dollar Value

Financial impact likely to be less than $75,000 in terms of direct loss or opportunity cost.

Judgemental
Assessment

Internal Control
Control weaknesses, which could result in potential insignificant loss resulting from
workflow and operational inefficiencies.

An issue that requires no or minimal amount of senior management/Board

effort to manage such as:

e  Minimal impact on strategy

e  Disruption to normal operations with no effect on achievement of corporate strategy
and objectives

e  Minimal reputational sensitivity.

Legal / Regulatory
Regulatory breach with minimal consequences.

2 Dollar value amounts are agreed with the client prior to execution of fieldwork.

PricewaterhouseCoopers LLP
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Audit Report Classification

Report
Classification

The internal audit identified one or more of the following:

e Significant control design improvements identified to ensure that risk of material loss
is minimized and functional objectives are met.

e An unacceptable number of controls (including a selection of both significant and
minor) identified as not operating for which sufficient mitigating back-up controls
could not be identified.

e Material losses have occurred as a result of control environment deficiencies.
Instances of fraud or significant contravention of corporate policy detected.

e No action taken on previous significant audit findings to resolve the item on a timely
basis.

concerns noted

Cause for e Control design improvements identified to ensure that risk of material loss is
concern minimized and functional objectives are met.
e A number of significant controls identified as not operating for which sufficient
mitigating back-up controls could not be identified.
e Losses have occurred as a result of control environment deficiencies.
e Little action taken on previous significant audit findings to resolve the item on a
timely basis.
No major e Control design improvements identified, however, the risk of loss is immaterial.

e Isolated or “one-off” significant controls identified as not operating for which
sufficient mitigating back-up controls could not be identified.

e Numerous instances of minor controls not operating for which sufficient mitigating
back-up controls could not be identified.

e Some previous significant audit action items have not been resolved on a timely
basis.

No control design improvements identified.
Only minor instances of controls identified as not operating which have mitigating
back-up controls, or the risk of loss is immaterial.

e All previous significant audit action items have been closed.
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