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1. POLICY

1.1. This policy outlines the authorization and administration of cellular devices.
1.2. This policy outlines the requirements regarding acceptable usage of mobile

services. 

2. PURPOSE

2.1. This policy provides a uniform approach to determining which positions are
issued cellular devices and which type of cellular device is most appropriate for 
the role. 

2.2. This policy defines the approval authority for the purchasing and issuing of 
cellular devices. 

2.3. This policy outlines the responsibilities of cellular device stakeholders. 
2.4. This policy implements controls governing the administration of cellular 

devices. 

3. SCOPE

3.1. This policy applies to all cellular devices (as defined in section 5.1) associated
with a rate plan under the City’s corporate mobile services provider account(s). 

3.2. This policy applies to all to members of City Council and employees of the City 
of Windsor, and its agencies, boards, and commissions, which have been 
issued a cellular device. 

3.3. This policy focuses on the unique aspects of administering and governing the 
use of cellular devices and associated mobile services. 

3.4. This policy outlines rules and regulations governing the acceptable use of 
mobile services, while the acceptable use of cellular devices, as a type of 
corporate hardware, is outlined in the Acceptable Use Policy, Respectful 
Workplace Policy, and Code of Conduct for Members of Council and Local 
Boards. 
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4. RESPONSIBILITY 
 

4.1. City Council 
4.1.1. Approve the purchase and issuance of cellular devices to City Council 

members, as part of their standard equipment. 
4.2. Mayor 

4.2.1. Approve the purchase and issuance of cellular devices to the Chief 
Administrative Officer (CAO). 

4.3. Chief Administrative Officer 
4.3.1. Approve the purchase and issuance of cellular devices to the 

Corporate Leadership Team (CLT). 
4.4. Corporate Leadership Team 

4.4.1. Approve the purchase and issuance of cellular devices to Executive 
Directors (ED). 

4.5. Executive Directors 
4.5.1. Ensure this policy is adhered to within their department. 
4.5.2. Set guidelines for acceptable models of cellular devices for purchase 

and issuance within their department. 
4.5.3. Ensure the purchase and issuance of cellular devices conforms to the 

Purchasing By-law and that budget funds are available for associated 
ongoing expenses. 

4.5.4. Appoint an employee to act as a cellular device coordinator (CDC) for 
their department. 

4.6. Chief Information Officer 
4.6.1. Ensure the Corporation’s use and management of cellular devices 

remains up to date with advances in technology and usage needs. 
4.6.2. Coordinate contracts for the provision of cellular devices and mobile 

services.  
4.7. Managers 

4.7.1. Identify the type of device to be purchased and issued for a position or 
business process, in accordance with the Needs Assessment attached 
as Appendix A. 

4.7.2. Approve the purchase of cellular devices for their employees within the 
guidelines for acceptable devices, as set by the department’s ED. 

4.7.3. Ensure cellular device users reporting to them reimburse the City for 
any additional charges incurred due to personal use. 

4.8. Manager, End User Support 
4.8.1. Review and update this policy at least once every 5 years. 
4.8.2. Coordinate the purchase and issuance of cellular modems, tablets, 

and unique devices for the Corporation. 
4.8.3. Ensure a password/device lockout is set on all cellular devices that 

have data network access to protect any corporate data that may be 
present on the device.  

4.8.4. Monitor corporate data pools for potential data leaks or abuse and to 
ensure rate plans are meeting current usage needs. 

4.8.5. Ensure adequate set-up, training, and support services are provided.  
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4.9. Cellular Device Coordinators 
4.9.1. Obtain Manager approval for the purchase and issuance of cellular 

devices for employees in their area. 
4.9.2. Coordinate the purchasing, upgrading, reassigning, and replacing of 

pagers, cell phones, and smartphones for their departments, as per the 
Cellular Devices Procedure. 

4.9.3. Ensure purchased devices are provided to the Help Desk for set-up. 
4.9.4. Coordinate mobile services subscriptions for pagers, cell phones, and 

smartphones, as per the Cellular Devices Procedure. 
4.9.5. Ensure mobile device users are aware of this policy and their 

responsibilities under it, upon issuance of a cellular device. 
4.9.6. Manage billing issues. 
4.9.7. Maintain an accurate inventory of cellular device users and cost centre 

account information for their departments. 
4.10. Phone Editors 

4.10.1. Maintain the listing of phone numbers in the Intranet Phone Directory, 
for their department. 

4.11. Cellular Device Users 
4.11.1. Adhere to this policy and all other corporate policies pertaining to the 

use of cellular devices. 
4.11.2. Notify the Information Technology (IT) department immediately if a 

device is lost, damaged or stolen, by contacting the Help Desk. 
4.11.3. Reimburse the City for any additional charges incurred due to personal 

use. 
4.11.4. Monitor personal data usage to help prevent data leaks and overage 

charges. 
 
5. GOVERNING RULES AND REGULATIONS 
 

5.1. Definitions 
5.1.1. Cellular device refers to a wireless telecommunications device with an 

associated rate plan charged by a telecommunications provider, 
including cellular modems, cell phones, pagers, smartphones, tablets, 
and other unique devices. 

5.1.2. Cellular Device Coordinator refers to the employee appointed by an 
ED to administer the purchase and issuance of cellular devices within 
a department. 

5.1.3. Cellular modem refers to a device that plugs into the USB port of a 
laptop or tablet, providing cellular data network access. 

5.1.4. Cell phone refers to a mobile phone that has voice communication 
and texting capabilities but does not have data usage capabilities.  

5.1.5. Mobile services refer to communication services included in rate 
plans, such as airtime minutes, mobile data, texting, etc. 

5.1.6. Pager refers to a mobile device that can only receive text messages. 
5.1.7. Phone editor refers to the employee responsible for maintaining 

phone numbers in the Intranet Phone Directory, in a department. 
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5.1.8. Purchase and issuance is inclusive of cases, chargers, rate plans 
and additional features associated with a cellular device. 

5.1.9. Smartphone refers to a device with voice communication, texting, 
emailing and data network access. 

5.1.10. Tablet refers to a tablet with built-in SIM card functionality to access 
the cellular data network without requiring a cellular modem. 

5.1.11. Unique device refers to a device that falls outside of the usual 
complement of issued models due to specific needs related to its 
intended use, such as rugged design for use on construction sites.  

5.2. Cellular Device Needs 
5.2.1. The issuance of cellular devices and associated mobile services must 

be based on the business needs of a position and the type of 
communication required, as outlined in the Needs Assessment, 
attached as Appendix A. 

5.2.2. The procurement of any unique device that has an associated cellular 
contract must be coordinated with the Manager, End User Support. 

5.3. Acceptable Use of Mobile Services 
5.3.1. Cellular device users should be aware of how their usage affects billing 

and the corporation’s shared data pools and should employ the 
following practices to mitigate additional charges: 
5.3.1.1. Connecting to the corporate Wi-Fi while at work and other 

trusted networks, whenever possible. 
5.3.1.2. Avoiding the downloading of large apps, updates, or files 

when not connected to Wi-Fi. 
5.3.1.3. Turning off data roaming when travelling, unless necessary. 
5.3.1.4. Setting up an alert that notifies the user when they have 

used 3GB of data within the billing period. 
5.3.1.5. Reviewing their data usage at the end of each billing cycle to 

monitor for any unusual usage patterns that might be an 
indicator of data leakage. 

5.3.2. Any abuse of cellular devices, or this policy, will result in privileges 
being revoked and may result in further discipline, determined by the 
nature of the abuse. 
 

6. RECORDS, FORMS AND ATTACHMENTS 
 

6.1. Records and forms pertaining to this policy will be managed in accordance with 
the City of Windsor records management practices. 

6.2. Attachments: 
6.2.1. Appendix A – Needs Assessment.  

6.3. Referenced documents: 
6.3.1. Acceptable Use Policy – CR554/2017 
6.3.2. Respectful Workplace Policy – CR192/2019 
6.3.3. Code of Conduct for Members of Council – CR180/2011 
6.3.4. Purchasing By-law 93-2012 
6.3.5. Cellular Devices Procedure. 
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APPENDIX A – NEEDS ASSESSMENT 
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1. Required to be on call or on other 
business and needs to be alerted     

2. Working at multiple offices, 
required to be on call, on 
emergency response, or on other 
business that requires immediate 
access at all times 

 
 


  

3. Working in situations in which 
isolation from other municipal 
staff and potentially personal 
safety may be threatened 

 
 


  

4. Spending a considerable amount of 
time (20 – 40% as a broad 
guideline) away from work area and 
job function requiring immediate 
contact via telephone 

 
 


  

5. Spending a considerable amount of 
time (20 – 40% as a broad 
guideline) away from work area and 
job function requiring immediate 
contact via electronic mail 

  
 


 

6. Spending a considerable amount of 
time (20 – 40% as a broad 
guideline) away from work area and 
job function requiring immediate 
contact via both telephone and 
electronic mail 

  
 


 

7. Mobile worker that requires 
specialized software, or an 
application that is not feasible to use 
with a Smartphone 

   
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APPENDIX “A” 
Drawing No. CC-1841 
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Appendix ‘B’ - Proposed Development 
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