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Executive Summary
2023 PLANNED AUDIT PROJECT

Progress on Open
Action Plans in 2022

Management is showing substantial progress on most open action plans. This

year the total open action plans are the second lowest in ten (10) years, with six
(6) remaining open at the end of 2022. Significant progress has been made by
management in addressing open findings.

The year 2022 began with seventeen (17) action plans carried forward, with another seven
(7) added during the year. This resulted in 24 action plans being overseen by
management during 2022, of which 18 were addressed in some manner, and six (6)
remain open to be addressed.

Of the findings closed in the period:

® one (1) was completed before the required due date,
® nine (9) were resolved in the period (as previously planned),
® cight (8) were risk accepted.

The result is six (6) open findings:

® four (4) were raised in the period,

® another one (1) is on track to be completed as initially intended in 2023, and
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® one (1) action plan has been retargeted multiple times; however, management has
provided material indicating that the only remaining action element - to present/
discuss/approve the noted policies at a board meeting - occurred in March 2023.

RATING

In total, eighteen (18) (90%) of the twenty (20) management action plans intended for
closure in the period were completed, two (2) were retargeted for the first time, and one
(1) was retargeted for the second time or more (incurring a 2% penalty), resulting in an

overall conclusion of eighty-eight percent (88%) - Controlled.

SCOPE PERIOD

January 1, 2022 through December 31, 2022

APPROACH

For validating the management action plan, the activities undertaken by internal audit
included:

® Requesting status updates and contact information from management;

® Testing/validating evidence of management’s resolution/disposition of the original
finding for items expected to be closed and/or indicated as completed by
management;

°

Preparing a report on the outcomes of the management action plan internal audit
activity.

RESPONSIBILITIES OF MANAGEMENT AND
INTERNAL AUDITORS

It is management’s responsibility to develop and maintain sound systems of risk
management, internal control, and governance and to prevent and detect irregularities
and fraud. Internal audit work should not be seen as a substitute for management’s
responsibilities for designing and operating these systems.
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We endeavour to plan our work so that we have a reasonable expectation of detecting
significant control weaknesses. If detected, we shall carry out additional work directed
towards the identification of consequent fraud or other irregularities. However, internal
audit procedures alone, even when carried out with due professional care, do not
guarantee that fraud will be detected.

Accordingly, our examinations as internal auditors should not be relied upon solely to
disclose fraud, defalcations or other irregularities which may exist.
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OVERALL
ASSESSMENT

atings are based on (1) the completion of planned management action plans and
(2) the volume of retargets for individual observations (2% penalty for each
retarget after one [1] initial grace period). Based on the actions undertaken by
management in the period, our assessment of the progress is as follows:

Impact rating Assessment rationale Rating

Well controlled Strong 100% of the audit recommendations
due to be implemented in the current period
were completed.

Controlled 70% - 99% of the audit recommendations due
to be implemented in the current period were
complete. Opportunity exists to improve
implementation rates

Opportunity exists to 50% - 69% of the audit recommendations due
improve implementation to be implemented in the current period were
rates completed.

Not controlled Less than 50% of the audit recommendations

due to be implemented in the current period
were completed.

In total, seventeen (17) [86%] of the management action plans intended for closure in the
period were completed, one (1) was completed in advance, two (2) were retargeted for
the first time, and one (1) was retargeted for the second time or more (2% penalty)

resulting in an overall conclusion of eighty-four percent (88%) - “Controlled.
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Closed as planned and closed in advance: In the period, eighteen (18) items were

completed versus an expected twenty (20), a total closure rate of ninety percent (90%):

® Nine (9) management action plans were closed as planned in the period
® One (1) management action plan was completed ahead of schedule

® Eight (8) management action plans were closed via formal risk acceptance

Additions: Seven (7) management action plans were added during the period

Retargeted Items: Three (3) management action plans were retargeted in the period:

® Two (2) were retargeted for the first time

® One (1) was retargeted for the second time or more (1*2% penalty = 2%)

SUMMARY OF KEY INDICATORS

Running Balance of Open Management Action Plans to Address Previously Reporting

Rating Opening Additions Resolved Openatthe Open Open and
Balance in Period in Period End of and On Delayed
Period Track

Significant

High

Moderate

Low

Not Rated

Total
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Expected to Close versus Actual Closed Management Action Plans

Expected to Resolvedin A.Validated B.Validatedas C.Risk

BeClosedin | .-l (] asClosedin Closedin Accepted

Period (A+B+C) Period as Advance in Period
Planned

Significant 7

High

Moderate 8

Low 4

Not Rated 1

Total 20

OPEN AND DELAYED
FINDINGS TRENDING 50

Overall progress has been

made in management’s

resolution of open findings,  37°
with the second lowest
number of open findings in
the last ten (10) years - six
(6) open findings to
address. Three (3) are Open
and On-track and three (3)
have been delayed with new
targets beyond the original

intended resolution date. 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022

Open Delayed == Qpen Findings
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AGING AND DISPERSION
OF DELAYED FINDING

RESOLUTION

Of the three (3) delayed
management action plans, two
(2) were identified between
eighteen (18) and thirty-six (36)
months ago:

® 264: Road Infrastructure
Maintenance Processes -
Establish a formal process
relating to road maintenance
coordination and road project
deficiencies

® 268: SmartCity Cyber &
Privacy Risk Mitigation Review
- Formalize risk identification
criteria or guideline with
respect to IT/Cyber/Privacy
risks

The final one (1) was identified more
than five (5) years ago.

® 205: Your Quick Gateway (YQG) -
Managing Inventory, Repairs and
Maintenance - Enhance purchasing
policy and document inventory
and asset management procedures

Aging of Delayed Findings

0-1.5 years ® 1.5-3 years ® 3+years

33% —\

Dispersion of
Delayed Findings
By Number of
Retargets
N— 67%
1 Retarget @ 2to 3 Retargets

® 2105 Retargets

® s Retargets
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SUMMARY OF KEY FINDINGS DISPOSITIONIN

PERIOD

Findings Closed In Period*

Findings Formally Risk
Accepted in Period

(See Appendix A)

Findings Retargeted In
Period (See Appendix B)

51: WDTC - Strategic plan not
documented

101: Solid Waste - Agreement
Between the City of Windsor
and EWSWA

205: Your Quick Gateway
(YQG) - Managing Inventory,
Repairs and Maintenance -
Enhance purchasing policy and
document inventory and asset
management procedures

159: Service Provider and
Outsourced Services
Governance and Management
- Monitoring of Supplier Issues
and Risks

211: Managing Transition of
Projects into Operations -
Enhance project classification
and expectation guidelines

264: Road Infrastructure
Maintenance Processes -
Establish a formal process
relating to road maintenance
coordination and road project
deficiencies

207: Your Quick Gateway
(YQG) - Managing Inventory,
Repairs and Maintenance -
Enhance key vendor
management controls

212: Managing Transition of
Projects into Operations -
Enhance considerations for
project risk assessments

268: SmartCity Cyber & Privacy
Risk Mitigation Review -
Formalize risk identification
criteria or guideline with
respect to IT/Cyber/Privacy
risks

209: Your Quick Gateway
(YQG) - Managing Inventory,
Repairs and Maintenance -
Enhance compensating
controls to address potential
segregation of duties

213: Managing Transition of
Projects into Operations -
Formalize detailed Project
Implementation Plan which
includes Change Management/
Transition Plans

229: Social Media Strategy
Assessment - Document key
content management
procedures /checklists and
review/update key account
level roles/responsibilities

214: Managing Transition of
Projects into Operations -
Enhance approach to pre/post
go-live feedback collection and
aggregation
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Findings Closed In Period* Findings Formally Risk

Accepted in Period

Findings Retargeted In
Period (See Appendix B)

239: Cyber Incident Response
Assessment - Formalize
Incident Management Plan and
Procedures

(See Appendix A)

241: Cyber Incident Response
Assessment - Develop Incident
Severity Matrix and
Methodology for Incident
Response Times using Critical
Asset Classification

240: Cyber Incident Response
Assessment - Enhance Security
Information and Event
Management

244: Planning and
Development - Review and
Prioritize Action Plan
Implementation of 2014
Business Process Review
Findings

247: Complaint Investigation
Report - Lancaster Plane -
Ensure contract compliance by
retention of relevant
documentation

270: SmartCity Cyber & Privacy
Risk Mitigation Review -
Perform ongoing monitoring of
project risks

266: Road Infrastructure
Maintenance Processes -
Investigate the root cause for
the difference in results from
the MBNC indicators for road
maintenance spending and
road quality

269: SmartCity Cyber & Privacy
Risk Mitigation Review -
Establish procedures to
conduct Privacy Impact
Assessments (PIA)

* The closure summaries/details for each closed finding are published in the management

report presented to the Council

10
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ACTION PLAN STATUS BY INTERNAL AUDIT REPORT

Opening Additions Resolved Risk Closed Expected Openat Open Open
Balance in Period in Period Accepted In Period to Close Period and On and
in Period In Period End Track Delayed

Service Provider 1 1 1 1

Managing Transition of 4 4 4 4
Projects into
Operations

Social Media Strategy 1 1 1 1
Assessment

Cyber Incident 3 2 1 3 3
Response
Assessment

Planning and 1 1 1 1
Development

Liquidity Management 1 1 1
Review

Road Infrastructure 4 1 1 2 3 2 1
Management

SmartCity Cyber & 3 1 1 2 3 1 1
Privacy Risk Mitigation

CCEP Findings 1 1 1 1

WDTC 1 1 1 1

Solid Waste 1 1 1 1

Your Quick Gateway 3 2 2 3 1 1
(YQG)

1"
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APPENDIX A - RISK
ACCEPTANCEIN
PERIOD

n this appendix, we provide a high-level overview of two key risk perspectives:

1. Formal risk acceptance - The risks and associated action plans which management
had committed to, but where management has decided to accept the risk and not incur
further efforts for resolution as outlined in the rationale section. To maintain
independence, the Auditor General and Internal Audit do not participate in
management’s determination to accept a risk. Our work consists of reporting the
rationale management presents and observing evidence that a City Commissioner has
approved the risk acceptance and rationale.

2. Implied short-termrisk acceptance - This section provides a summary listing of
management action plans that have been or are expected to remain open for more than
eighteen (18) months from the date of the report issuance. In these instances, given the
time required for management to undertake the action, the City is implicitly accepting
the short-term risk of the original finding until the point in time of its resolution.

AJFORMALRISKACCEPTANCE

This section indicates those findings for which management accepts the risk of not
having independently verifiable control(s).

12
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Audit Report Solid Waste
Observation #and 101 - Agreement Between the City of Windsor and EWSWA
Name

Initially Identified

November 20, 2015

Original Risk Moderate
Rating
Background There was no formal agreement between the City of Windsor and

EWSWA which outlines oversight responsibilities, contract ownership
and cost allocations and payment expectations regarding the Blue Box
collection. Further, there was no standard set for how frequently the
Operating agreement between the City, Authority and the County should
be reviewed and or updated between the respective parties. The current
operating agreement was developed prior to 1995.

Management’s Risk
Acceptance
Rationale

The risk is being accepted by default as there have been some logistical
challenges to the finalization of the revisions. These include four CAO
changes at the County and three at the City since this issue started
being actioned. As well the EIC position that was the lead in this matter
was seconded to the Corporate Workforce Project which had a much
higher priority. Recently the city CAO spoke to the Acting County CAO
about restarting the process. A new and dedicated EIC was recently
recruited and that should help get this issue back on the priority agenda.

The risks in accepting this (by default as noted above) are perceived to
be minor. The parties discuss matters regularly and there is a joint
technical committee which is usually able to resolve issues. There is also
a more formal dispute resolution mechanism that involves the two
CAO's.

CLT Approver

CAO

13
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Audit Report

Managing Transition of Projects into Operations

Observation # and
Name

® 211 - Enhance project classification and expectation guidelines

212- Enhance considerations for project risk assessments

® 213 - Formalize detailed Project Implementation Plan which includes
Change Management/Transition Plans

® 214 - Enhance approach to pre/post go-live feedback collection and
aggregation

Initially Identified

August 30, 2018

Original Risk ® Moderate
Rating ® Moderate
® Significant
® Moderate
Background Project classification requires significant interpretation; and (b) that

project management methodologies allow for alternatives but do not
include minimum expectations.

For small and medium projects a formal risk assessment is voluntary and
a common process and template for risk management is therefore not
shared across the projects. This can impact aggregate risk perspectives
and resources.

A project implementation plan to support the Project Managers in
project transition (transition plan and critical path) is not a formal
deliverable required for projects to account for multiple factors,
including (but not limited to):

® knowledge transfer activities;

® stakeholder feedback processes;

® pre- and post- go live transition activities; and

® site readiness pre-go live and post-go live (performing a dry run).

Collection of pre- and post-go-live feedback from internal/external
stakeholders prior to official project ‘closure’ is not a required
component of the governance framework and varies in form when
conducted.

14
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Management’s Risk
Acceptance
Rationale

Reason for Delay: Lack of resources available to carry out the tasks.

The Executive Initiatives Coordinator (EIC) in the CAO’s Office has been
seconded to the WFM project. This position has not been backfilled and
therefore all projects, responsibilities, and duties have been put on hold
until its return to the EIC position, the date of which is unknown at this
time. The resources for this project are not expected to be available until
2022. From that point, they will be required to undertake the
management action plan in time to meet the revised date. They have
capacity set aside at that future time for this work.

This risk has been accepted by default given the noted staffing issues
noted above. While the secondment noted above ended, the incumbent
left in 2022 for another position. A new EIC was Hired in January 2023
and was assigned to this matter.

The City does not see the risk being accepted as being significant as
there is a Project Management team that is experienced in these matters.

CLT Approver

CAO

Audit Report

Cyber Incident Response Assessment

Observation # and
Name

241 -Develop Incident Severity Matrix and Methodology for Incident
Response Times using Critical Asset Classification

Initially Identified

August 30, 2019

Original Risk Moderate
Rating
Background There was an IT Service Management solution containing a listing of

assets exists and there was a standardized approach for categorizing the
criticality of assets. However, the criticality of assets should, in turn be
used in building an incident severity matrix which would be considered
when defining incident response times, escalation and key participants
when responding to incidents of varying criticality.

15
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Management’s Risk
Acceptance
Rationale

The department has implemented a process to collect and catalogue the
information required to meet this requirement, which will over time fulfill
this mandate. In 2023 the department will be attempting to fund a
project to bring in a consultant to conduct a thorough critical asset
classification that will significantly reduce the time required to assess
and classify all assets.

Currently, constraints on time, effort and resources prevent this item
from being completed. Completion of this finding does not reduce the
risk of a Cyber Incident. Management has identified the most critical
assets and developed Operation Level Agreements (OLA's) with many
applications as part of the Project Management methodology (which
documents agreed upon response times).

Should the City accept this risk, it is possible in the event of multiple
application failures as a result of a Cyber or other incident, resources
could be deployed to a lower-priority item. Working with senior
administration should this occur would resolve any conflicts with
competing systems for resources.

As such, management believes that the remediation of this finding would
provide minimum value for the effort incurred.

CLT Approver

Commissioner Economic Development & Innovation

Audit Report

Planning and Development

Observation # and
Name

244 - Review and Prioritize Action Plan Implementation of 2014 Business
Process Review Findings

Initially Identified

November 29, 2019

Original Risk
Rating

Low

Background

A significant number of findings/improvements noted in the “2014
Property Development Approval Service Review” are expected to be
addressed via the planned Evolve Project implementation (currently in
the testing phase), management did not formally assign a prioritization
framework/criteria to the findings and perform periodic (i.e. quarterly/
semi-annual) reporting in regards to the action plan status of those
findings.

16
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Management’s Risk

The rationale for the acceptance is that these findings to be

Acceptance implemented may no longer be valid due to legislative change per the

Rationale Planning Act having occurred between 2014 and present. Significant
recent change was experienced per the passing of Bills 108/22, 109/22,
23/23, PPS/23 and Bill 97/23. In addition, a new process for implementing
the remaining changes are being addressed in the on-going
implementation of our Cloudpermit/Evolve electronic permitting and
approvals software project.

CLT Approver Commissioner Economic Development & Innovation

Audit Report SmartCity Cyber & Privacy Risk Mitigation Review

Observation # and
Name

270 - Perform ongoing monitoring of project risks

Initially Identified

March 8, 2022

Original Risk Moderate
Rating
Background Project risk monitoring was noted as being performed as needed within

project teams. We did not detect regular monitoring, as to exposure/
mitigation, of specific cyber and privacy risks associated with any given
project from a central perspective. This should include risks managed/
mitigated by 3rd parties.

Management’s Risk
Acceptance
Rationale

This finding was risk accepted at the time of report submission to City
Council in 2022. It is Administration’s view that our current processes
(inclusive of the changes as a result of findings #1 and #2) for managing
projects cover the monitoring of projects to mitigate Cyber and
Personally Identifiable Information risk appropriately and, therefore
sufficiently address this matter. At this time, no further actions are
deemed necessary. Administration will continue to monitor and, as
deemed necessary, amend processes where considered appropriate
and/or necessary.

CLT Approver

Commissioner Economic Development & Innovation

17
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A.2 IMPLIED SHORT-TERM RISK ACCEPTANCE

This section indicates those findings for which management is implicitly accepting the
risk of not having the control(s) until the point of resolution.

Project Name Observation # and Due Date For Additional Details
Name See Report Section
262 |Liquidity Formal early warning June 30, 2023 Appendix B
Management indicators and liquidity
Review contingency plan
265 |Road Document a formal March 31, 2024 Appendix B
Infrastructure process to assist in
Maintenance identifying opportunities
Processes to merge related projects
267 |Road Explore options to March 31, 2024 Appendix B
Infrastructure enhance data granularity
Maintenance in regards to road
Processes treatment spending and
funding allocation by

18
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APPENDIX B -

MANAGEMENT
ACTION PLANS
WHICH ARE “OPEN

his section indicates those management action plans which were not due in the
period and where management anticipates that actions will be completed as
originally planned.

Project Observation # and Management Action Plan Due Date
Name Name Owner
262 | Liquidity Formal early warning Deputy Treasurer Taxation, June 30, 2023
Management | indicators and liquidity |Treasury
Review contingency plan and Financial Projects
265 | Road Document a formal Manager, Contracts, Field March 31, 2024
Infrastructure | process to assist in Services, & Maintenance
Maintenance | identifying Senior Manager of Asset
Processes opportunities to merge |Planning
related projects
267 |Road Explore options to Executive Director, March 31, 2024
Infrastructure |enhance data Operations Deputy
Maintenance |granularity in regards to | Treasurer Financial
Processes road treatment Planning Senior Manager
spending and funding | Asset Planning
allocation by function
class

19




AUDIT REPORT

APPENDIX C
OPEN AND
DELAYED

MANAGEMENT
ACTION PLANS

[ nthis appendix; we provide a high-level overview of

1. Management action plans retargeted during the period This section provides a
listing of the management action plans that were expected to be closed in the period;
however, management, for various reasons, has provided a revised completion date. The
basis for management’s revision of the due date is provided in the “Rationale” column
below for each individual finding. Internal Audit has requested that management provide
a retargeted due date so we can follow up with them when we next perform findings
follow-up. In this table, we provide an overview of the number of times management has
provided revised due dates and a perspective on how long the item, and associated risk,
have been in place since we reported it to management and City Council.

In the period of this report, Management revised the due dates of two (2) management
action plans for the first time. In addition, Management changed the dates of an
additional one (1) previously “Open & Delayed” management action plan - the number of
retargets is shown for each action plan.

2. Implied short-term risk acceptance

This section provides a summary listing of management action plans which have been or
are expected to remain open for longer than 18 months from the date of the report

20
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issuance. In these instances, given the time required for management to undertake the
action, the City is implicitly accepting the short-term risk of the original finding until the
point in time of its resolution.

In the period of this report, zero (0) management action plans had previously been

retargeted and were in the “Open & Delayed” status as expected.

CAMANAGEMENT ACTION PLANS RETARGETED
DURING THE PERIOD

Audit Report

Your Quick Gateway

(YQG) - Managing Inventory, Repairs and Maintenance

Observation # and
Name

205 - Enhance purchasing policy and document inventory and asset
management procedures

Rating

# of Retargets Original due Retarget date Days since Days past
date Identification original due
date
4 | September 30, July 30, 2023 1,922 1,492
2019
Original Risk Significant

21
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Background

We noted (i) key elements that were not present in YQG’s purchasing
policy, (ii) other process/procedure elements that appear to be known
but not formalized and (iii) requirements/ constraints on the personal use
of YQG small tools is not formally defined.

i. In comparing YQG's purchasing policy to the City’s purchasing manual,
we found that the following key elements were not present:

e thresholds for single source purchases, quotations (formal/ informal or
written/ verbal), requests for tenders, requests for proposals;

e blanket contracts;

e managing vendor relationships;

e conflict of interest disclosure;

e disposal and sale of out of service assets;

e sole vendor approval, and

e segregation of duties requirements or mitigating controls.

ii. Processes and/or procedures related to supplies inventory
replenishment, replacement and the reporting of maintenance costs/
targets are not formally documented. Discussions with management
indicated personnel have an awareness of the informal requirements.

iii. Employees are permitted to use small tools for personal use and to
take tools offsite, however evidence of such approval is not retained. The
common protocol is that any operational staff member can use the small
tools for personal use by simply noting them on the whiteboard within
the maintenance department. There is no documented policy/ procedure
to govern the personal use of the small tools by staff. During the course
of performing inquiries with management, we were not informed of any
missing or unaccounted-for tools/equipment.

Further, we were informed that staff the operations department are
permitted to use YQG vehicles in certain circumstances for use off-site.
However, evidence of appropriate approvals for these circumstances
(see scope limitation) is not required nor is there a documented
guideline governing the appropriate use of vehicles within the
established employee expense policy.

22
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Reason for Delay

All actions completed and communicated to personnel by YQG
management. The final action is to present policies for Board approval in
March 2023 and provide a final review/acceptance of policies (or
modified versions).

The associated documentation was presented and discussed during the
March 2023 Board Meeting for YQG.

Basis for the
viability of re-
forecasted date

Action plan substantially completed pending final board review and
approval scheduled for March 2023.

CLT Approver

YQG CFO

Audit Report

Road Infrastructure Maintenance Processes

Observation # and
Name

264- Establish a formal process relating to road maintenance
coordination and road project deficiencies

# of Retargets Original due Retarget date Days since Days past
date Identification original due
date
1 December 31, December 31, 986 365
2022 2023

Original Risk
Rating

Low

23
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Background

In the original fieldwork the audit noted that the City had an informal
process for identifying and addressing road deficiencies that may be
under warranty. In particular, the following was noted:

® two methods of correspondence

® no formal process document established to guide and control
activities within this process

°

A process guiding the communication channel between the
management team and the maintenance team does not exist.

Management’s action plan was as follows:

1. The City will formalize its current process used to track and
communicate with the contractors with respect to deficiencies
noted. The process will capture relevant and necessary details,
including the:

e Contractor;

e Project number;

e Details of the deficiency;

e The date the deficiency was identified; and
e Timelines for rectification of the issue.

2. The process will include a procedure to inspect roads under
warranty that have a month left before the warranty expires to
make sure any remaining deficiencies can be communicated to
the contractor prior to warranty expiration.

3. The process relating to tracking and following up on the progress
of the outstanding deficiencies will be documented.

4. Communication between the contract management team and the
road maintenance team relating to mitigating deficiencies will also
be documented.

As part of the management action plan validation, we detected a
template, addressing most of the elements in the management action
plan part (1). However, we were not able to acquire evidence to indicate
that:

1. The effective date and required use of the template were
communicated to impacted personnel.

2. Documentation indicated that the management’s actions outlined
in 2, 3 and 4 were documented as management had indicated.

24
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Given management’s development of the supporting template and
further exploration of its use the remaining actions plans will be
amended/refocused as follows:

Each item below will be included as part of the Contracts Supervisor
Meeting.

1. Communication with the supervisors for the implementation of the
template for this construction season will be captured in the
meeting under a standing agenda item: “remind contracts
supervisor to use the template”.

2. The list of the Warranty Expiration dates for tracking will be in
future meetings (towards the end of this season, once the projects
have been completed) as part of the agenda item “Warrant
Expiration date tracking”.

3. Follow-up and tracking the outstanding deficiencies will be an item
in the meeting as agenda item “Tracking outstanding
deficiencies”. This will be populated as information is available.

4. A copy of the meeting minutes will be forwarded to Maintenance
Coordinator to inform project status and outstanding deficiencies.

Reason for Delay

Discussions with management indicated that templates were developed
and are expected to be used; however, a few elements were not
included. Further, action plan elements B,C and D are conducted by
personnel but are people-dependent - the documentation of the various
actions was not complied with but will be moving forward.

Basis for the
viability of re-
forecasted date

Action plan is more about communication of the required use of
templates as of an effective date and determining a cost-effective
method of recording key conversations.

CLT Approver

City Engineer and Commissioner of Infrastructure Services

Audit Report

SmartCity Cyber & Privacy Risk Mitigation Review

Observation # and
Name

268 - Formalize risk identification criteria or guideline with respect to
IT/Cyber/Privacy risks

# of Retargets Original due Retarget date Days since Days past
date Identification original due
date
1 | October 11,2022 | January 1, 2024 664 457
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Original Risk
Rating

Moderate

Background

A mechanism should be designed and implemented requiring all
projects to identify if
they involve:

1. the acquisition of technology or software,

2. access to/acquisition of/sharing of data/information (IT/cyber),
3. access to/acquisition of/sharing of Pll data/information (privacy),
4. connection of external technology to the City environment, or

5. the use of Cloud based platforms.

Any project meeting one of these elements should require a security and
privacy review with input or approval form a designated subject matter
specialist for cyber, IT and/or privacy. The outcomes of such an
assessment should define the risk mitigation strategy/requirements and
the level of involvement of cyber, IT and privacy personnel in the project.

Further, management should consider providing guidelines for risk
acceptance and mitigation. All cyber and privacy risks accepted should

Reason for Delay

To address the recommendation, three action items were identified. Two
of these action items were intended to be addressed through the IT
Strategic Plan and Reorg, which was anticipated to be completed in Q1
of 2023. The IT Strategic plan has been delayed.

The consultant's report is now due mid-year, with the implementation of
the recommendation, including IT governance, to start shortly after that.

Basis for the Aligned to the current delivery timeframe of IT strategic plan
viability of re- consultation.

forecasted date

CLT Approver Commissioner Economic Development & Innovation

C.2 PREVIOUSLY RETARGETED MANAGEMENT

PLANS

None

26




	Rating
	Scope Period
	Approach
	Responsibilities of management and internal auditors
	Summary of Key Findings Disposition in Period
	Action Plan Status by Internal Audit Report
	A.1 Formal risk acceptance
	A.2 Implied short-term risk acceptance
	C.1 Management action plans retargeted during the period
	C.2 Previously retargeted management plans

